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Abstract

In recent years, information technology has been de-
veloped and we have come to use electronic files very
often. Along with this development, information leak-
age due to human errors has been increasing. The
information leakage can be detected by monitoring
transfer of elecironic files. In this paper, we propose a
visualization system that identifies where confidential
files are in an enterprise network. Our system shows
not only hosts that have confidential files, but also
transfer routes of the files in the network. The pro-
posed system monitors system colls exzecuted on each
internal host by hooking WindowsAPIs, such as Cre-
ateFile and send , to detect the transfer of files in an
enterprise network. We can use the system as a digi-
tal forensic tool, which identifies criminals who leaked
important information, or to prove the innocence of
hosts that didn’t concern confidential files.

1 Introduction

In recent years, information technology has been de-
veloped and we have come to use electronic files very
often. The technology enables us to manage mass
information easily. But on the other hand, confiden-
tial information faces the risk of information leakage
through networks and removable disks. The large
part of the leakage is caused by human errors such
as setting mistakes, false operation and management
mistakes without malice. [1] showed more than 60%
of the leakages are due to human errors. To tackle the
problem, we propose a monitoring system of confiden-
tial electronic files in an enterprise network. The sys-
tem illustrates the hosts holding the file and a prop-
agation route in real time. By this visualization, we
can grasp the transfer route of confidential files more
easily than text based logs. In our proposal, we utilize
WindowsAPIs such as CreateFile or send to get the
logs of file transfer. Each host gathers the information
of WindowsAPI, and sends the data to a server which
monitors a whole network. After the server gets the
information from each host, it judges when, where,
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and how electronic files are transmitted. When infor-
mation leakage actually happens, the visualization of
file transfer routes will help investigators understand
what happens, and decide how they should respond.
In other words, this approach aims to develop a sup-
port tool for digital forensics. The organization of this
paper is as follows. We introduce related studies in
Chapter 2, and propose the visualization technique of
file transfer route in Chapter 3. Chapter 4 evaluates
our proposal and Chapter 5 concludes this paper.

2 Related Work

In this section, we introduce some related works. At
first, there is a file monitoring system by hooking
WindowsAPIs[3][4]. This approach monitors system
calls such as open and write. Then, it generates GUI
alarms When a user makes or opens confidential files
on removable disks. This method aims to monitor
electronic files so that it does not leak out to the
other hosts. This is because once electronic files have
leaked to outside hosts, it is impossible to follow the
electronic files. To address the issue, our proposal
takes logs such as when, where, and how electronic
files are transmitted, instead of caring if electronic
files are leaked out. When important electronic files
are actually leaked out to other hosts, the visualtized
file transfer route help us determine to see if a host is
involved in file transfer.

[5] proposed another approach. It observes net-
work communication data by hooking WindowAPIs.
It pays attention to “ Self-proliferation function of
worms through the network”  and detects unknown
worms. It monitors the correlation of “Data received
from outside” and *‘Data transmitted to outside” by
hooking WindowsAPIs such as send and recv . When
the system finds any programs that show worm-like
behavior, the system calls closesocket to prevent them
from communicating with other hosts. While our ap-
proach is somewhat similar to the proposal in terms
that the both monitor send system calls, our purpose
is to track the file transmissions over an enterprise
network, and therefore is different from [5].

Third, there is a quite different approach[6]. This
proposed system monitors “ human behavior ” and
tries to detect suspicious behavior. It detects suspi-
cious behavior from the living body information such
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as heartbeat counts and eyes movement.

At last, [7] proposed file access control software.
It proposes a file access control software agent that
provides users to use P2P file sharing software in
safety, and monitors all file accesses and blocks them
from unauthorized applications. Then, this system
can avoid inappropriate sharing by blocking accesses
to confidential files. The agent monitors GUI opera-
tions and analyzes process behaviors to detect critical
accesses.

3 Visualization of File Transfer
Route

Our system monitors electronic files by hooking Win-
dowsAPIs and watches the movement of important
files to other hosts to make logs. Then, each host
sends logs to a server. The server visualizes the trans-
fer route.

3.1 System Overview

We show the outline chart of our proposal in figure 1.
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Figure 1: System overview

The steps of the visualization procedure are as fol-
lows.

1. The Server makes the list of hosts and e-mail
addresses

We assume that each host corresponds to a cer-
tain e-mail address. The server makes and holds
a list of the relation.

2. Hosts Monitor files

The monitoring of each host is enabled by hook-
ing WindowsAPIs, which will be mentioned in
section 3.2. There are various methods for the
transfer of electronic files, but our system sup-
ports e-mails and removable disks in this paper.

We mention the monitoring method in section
3.3.

3. Hosts send logs to the server

When transfer of electronic files is detected in
a host, the host sends logs to the server at any
time. Logs are text based data which include
time of transfer and IP addresses of related hosts.

The log information is mainly two kinds: “ In-
formation of files” and “ Transfer methods " .

o Information of files

For information of files, a host sends file names
and hash values to the server. The hash value
is used to verify important files. The hash algo-
rithm is SHA-1.

 Transfer methods

There are 2 pattens of file transfer methods: “e-
mails " and “removable disks " . In the case of
e-mails, the server obtains the source/destination
e-mail addresses from the monitoring program in
the sender host, and resolves the IP addresses of
sender and receiver hosts with e-mail-host rela-
tion list.

4. The server visualizes logs

The server manages two information mentioned
above and judges when, where, and how elec-
tronic files are transmitted. Then, our system
visualizes a file transfer route so that people can
understand the route easily. We explain the con-
crete visualization technique in section 3.4.

5. Analysts use visualized log data in Digital Foren-
sics

Analysts use this visualization system as a sup-
port tool of digital forensics.

3.2 Monitoring of hosts

Our proposed technique uses hooking WindowsAPIs
of all processes. Rewriting of the import address
table realize hooking WindowsAPIs. In our tech-
nique, the system calls rapper functions before Win-
dowsAPI functions are called. Although there are
various methods to transmit electronic files, in this
paper we handle e-mails and removable disks cases.
Now this two methods are popular ways to transfer
electronic files, so we can monitor large part of file
transfer[8][9][10].
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Figure 2: A design of the API hook

Figure 2 is a design of the API hook in each host.
This system performs rapper functions before specific
WindowsAPI’s functions are called, and analyzes an
argument and watches if the host accesses to elec-
tronic files. If it accesses to electronic files, this sys-
tem sends the log data to the server. Finally this
system calls a genuine WindowsAPI functions after a
series of operation is over. In this phase, this sys-
tem hooks two WindowsAPI functions: CreateF'ile
and send . CreateFile is an opening function to elec-
tronic files. When Windows applications access files,
they must call this function. By hooking this func-
tion, we can monitor access to files. We show a rapper
function pseudocode of CreateFile , Hook CreateFile,
below.

Hook_CreateFile(PCTSTR fileName,.....){
if(fileName == Monitored_electronic_file){
//Take the hash of the file.
//Transmit a hash value to the server.

}
CreateFile(PCTSTR fileName,.....);
}

This system monitors which file is opened by watch-
ing a fileName argument in Hook_CreateFile. When
an important file is opened, this system acquires file
data from the absolute pass of a file and makes the
hash value of the file to transmit log data to the
server. Finally Hook _CreateFile calls original func-
tion CreateFile .

In addition, this system hooks send so that it
watches transfer of e-mail messages. Then, it finds
out e-mail addresses of relative hosts. We show a
pseudocode of the rapper function Hook send.

Hook_send(..,void *buf,..){
if(file_open_process is email software){

//Analyze buf data.
//Specify destination address.

send(..,void *buf,..);//Original process.
}

At first, this system judges whether the original
process that calls send is e-mail software or not. If
this is from e-mail software, Hook_send sees a buf ar-
gument, which is the data of mail transfer. It iden-
tifies the source and the destination of the message,
and transmits them to the server. Finally Hook send
calls the original function of send in rapper function
Hook _send.

3.3 Monitoring of the individual tech-
nique

This technique monitors transfer of electronic files
through e-mails and removable disks.

3.3.1 e-mail

Here, we consider the case where electronic files are
transferred to other hosts by attachments of e-mails.
We show the judgment method below.

1. For simple analysis, we assume one host has one
e-mail address. And this system makes the cor-
respondence list of hosts and e-mail addresses on
the server.

2. This system monitors all CreateFiles which the e-
mail software performs and checks if the software
accesses to the monitoring electronic files. If a
process of e-mail software accesses to monitored
files, we regard the process will send mails with
the files to other hosts.

3. This system transmits log data if an electronic
file is transmitted to other hosts.

If the destination address does not exist in the
address - host relation list, which is preserved in
the server, this system judges that the message
and the files are transmitted to an outside host.

3.3.2 Removable disk

In this section, We mention the case where removable
disks bring electronic files to other hosts. There are
2 pattens for file transfer.

o Host — Removable disks
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o Removable disks — Host

We show these detecting methods below.

1. Monitoring CreateFile
(1)Host = Removable disks

When file transfer is detected in removable disks
newly, the host must call CreateFile . Then, our
system watches CreateFile in removable disks,
and if its argument “fileName” is equal to mon-
itoring file name, sends log data to the server.

(2)Removable disks — Host

To copy files copied from removable disks, the
files must be read by some processes. Thus, be-
fore reading files, the processes need to call the
CreateFile . So, the system can detect such ac-
tivities by monitoring CreateFile , like the case

(1).

2. The server receives log data and checks “Has this
host already had a monitor file? " .

When a server receives log data, it checks
whether the sender host actually owns the confi-
dential files. If so, the server estimates that files
are moved to removable discs, otherwise files are
copied from removable discs.

3.4 Visualization

Our system handles monitoring information with an
individual hosts in the server side in real time and
visualizes it. Figure 3 shows icons used in our visual-
ization. Each icon shows where confidential files are
moved. Figure 4 shows an example of visualization.
In this case, host A transmitted a confidential file to
host B at 0:40. We will show more concrete example
in section 4, with an evaluation.

Host

R@mévabié
disk

Outside host

Figure 3: A list of icons

Host B

0:10  0:20 0:30 0:40

time
Figure 4: An example of file transfer

4 Evaluation
We conducted two following evaluations.

1. Evaluation of system loads of the hosts.

We measured three following loads here.

(a) CPU Load
(b) Memory Load
(¢) Network Load

We examined the CPU utilization rate of the
monitoring application. In addition, we exam-
ined the network load and the memory load as
well.

2. We monitored specific electronic files in a real
network, and visualized a propagation route.

In this evaluation, we monitored specific files in
the real network and evaluated whether this sys-
tem was able to visualize the transfer of the files.
Here we used 4 hosts for this evaluation.

4.1 TImplementation

We implemented the visualization of file transfer
route system. The programing languages are as fol-
lows.

1. C++

e The monitoring application program of each
host.

e Server program.
2. Java

e Visualization program.
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Table 1: Specifications of machines

CPU Memory 0S CPU name
Server 2.8GHz 512Mbyte | Windows XP SP2 | Pentium4
Host 1.6GHz 256Mbyte | Windows XP SP2 | Pentium4

In addition, specifications of machines are shown in
table 1, and we used Becky as an e-mail software [11].

4.2 The system load
4.2.1 (a) CPU Load

We investigated the CPU utilization of the monitoring
application. We used a task manager for the inves-
tigation. When there was no transfer of files, CPU
utilization are approximately 0% . Even when other
application started with our application, the CPU uti-
lization was approximately 0 %.

Second, we consider the case where monitoring elec-
tronic files are transfered. Even when it is necessary
for the host to send the log data to the server, CPU
utilization were between only 0% - 20% in 2 - 3 sec-
onds. This resembles the behavior of a simple appli-
cation such as notepads. In addition, confidential files
are not transfered very often. This result shows that
there is not approximately CPU load of the monitor-
ing application of hosts.

4.2.2 (b) Memory Load

From our investigation, the amount of memory which

" the proposal application uses is 6 - 7 Mbytes. It is not
high memory load because general Windows applica-
tions use 10M - 20Mbytes[12]. Therefore, our system
does not consume so large memory that performances
of other applications will not be affected.

4.2.3 (c) Network Load

In our system, each host transmits about 100 byte
data to the server when confidential files are accessed.
The size is so small that our system does not burden
the network very much. Therefore, our system does
not burden the network very much.

Thus, we can say loads of this system are small.

4.8 Visualization

We visualized file transfer route in a real network.
And we show it in figure 5. Figure 5 indicates when,

where, and how electronic files are transmitted,

This application updates information of transfered
electronic files from the logs. Since all hosts provide
the information to the server at any time, this indica-
tion changes in real time. Our proposal can monitor
the movement of a lot of files, but this system decides
to display one type of the file transfer route. This is
because our system aims to visualize the flow of file
transfer so that analysts are able to see the relation
at a glance, and if there are many hosts and transfer
routes in the windows, it is hard to see. In addition,
the horizontal axis indicates the flow of time, and this
application changes time interval into the most suit-
able value. This visualization is easy to see file trans-
fer route. And it identifies the criminal that leaked
important information, or which proves the innocence
of hosts that didn’t concern confidential files. Then,
This visualization can be usable in digital forensics.

5 Summary

In recent years, information technology has been de-
veloped and we have come to use electronic files very
often. Along with this development, information leak-
age due to human errors has been increasing.

Against this, We propose a visualization system
that identifies where confidential files are in an enter-
prise network. Our system shows not only hosts that
have confidential files, but also transfer routes of the
files in the network. The proposed system monitors
system calls executed on each internal host by hook-
ing WindowsAPIs, such as CreateFile and send to de-
tect the transfer of files to the network and removable
disks. This time, our proposal monitors transfer of
electronic files through e-mails and removable disks.
And evaluation results shows that the system loads
are small and our proposed systein realizes visualiza-
tion of file transfer route in a real network. Then, we
can use the system as a digital forensic tool, which
identifies the criminal that leaked important infor-
mation, or which proves the innocence of hosts that
didn’t concern confidential files.
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Figure 5: Visualization
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